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Abstract—Security against eavesdropping is one of the key
concerns in the design of any communication system. Many
common considerations of the security of a wireless communi-
cation channel rely on comparing the signal level measured by
Bob (the intended receiver) to that accessible to Eve (a single
eavesdropper). Frameworks such as Wyner’s wiretap model
ensure the security of a link, in an average sense, when Bob’s
signal-to-noise ratio (SNR) exceeds Eve’s. Unfortunately, because
these guarantees rely on the noise realizations at Eve, statistically,
Eve can still occasionally succeed in decoding information. The
goal of achieving exactly zero probability of intercept over
an engineered region of the broadcast sector, which we term
absolute security, remains elusive. Here, we describe the first
architecture for a wireless link with a single eavesdropper,
which provides absolute security. l.e., a cryptographic (non-
probabilistic) and deterministic security approach that does
not rely on statistical assumptions about noise, shared secure
key, or Eve’s computational power. Our approach relies on
the inherent properties of broadband and high-gain antennas,
and is therefore ideally suited for implementation in millimeter-
wave and terahertz wireless systems, where such antennas will
generally be employed. We exploit spatial minima of the antenna
pattern at different frequencies, the union of which defines
a wide region where Eve is guaranteed to fail regardless of
her computational capabilities, and regardless of the noise in
the channels. Unlike conventional zero-forcing beam forming
methods, we show that, for realistic assumptions about the
antenna configuration and power budget, this absolute security
guarantee can be achieved over most possible eavesdropper
locations. Since we use relatively simple frequency-multiplexed
coding, together with the underlying physics of a diffracting
aperture, this idea is broadly applicable in many contexts.

Index Terms—terahertz, absolute security, blind region

I. INTRODUCTION

Concerns about wireless security date back to Marconi,
when critics pointed out that if wireless signals propagate in all
directions, then an adversary can also receive them [2]. Mod-
ern wireless technologies have now begun to employ higher
frequencies, in the millimeter-wave [3]-[8] and terahertz
ranges [9]-[15], which are likely to require the use of high-
gain antennas to produce directional beams [10], [11], [16]-
[20]. Although this directionality inhibits eavesdropping, suc-
cessful attacks are still possible since most highly directional
antennas exhibit side lobe emission which sends signals in
many directions. Efforts to scramble the information contained
in side lobes [21], [22] can offer significant improvements,

A preliminary version of this paper was presented at IEEE Conference on
Communications and Network Security (CNS) 2022 [1].

but even so, an eavesdropper (Eve) will always have a non-
zero probability of intercepting and decoding the transmitted
message between the sender (Alice) and the intended receiver
(Bob). In essence, all such security schemes rely on noise
in Eve’s measurement [23], [24]. With these probabilistic
information-theoretic schemes, it has been shown recently that
non-negligible information could leak under reasonable finite
length code constructions [25]. Despite the fact that many of
these security schemes are termed in the literature as exhibiting
perfect security [24], [26], [27], it is clearly more favorable
if Eve has zero probability of intercepting the message from
Alice to Bob, regardless of assumptions.

In the field of THz link security, the discussions remain in
the realm of SNR discrepancy or noise realization in Eve’s
measurement, despite the diverse studies for various settings,
including multiple eavesdroppers [28] and distributed eaves-
droppers [29], and for various channel conditions including
rain and snow [30] and atmospheric turbulence [31]. Like-
wise, the security of THz networks with wideband frequency-
dependent transmissions [32], [33], orbital angular momentum
(OAM) [34], or intelligent reflecting surfaces [35], [36] have
also been studied under the same traditional physical layer
security framework. In addition, the eavesdropping threat
arises from a carefully engineered and placed object is also
investigated [9], [37]-[41] considering the SNR difference.
To enhance the THz link security, prior works have pro-
posed various strategies, such as transmitting artificial noise
[29], exploiting absorption peaks in THz bands [42], [43],
and scrambling information in the unintended directions with
space-time modulation [21], [22]. However, these strategies
are still based on SNR at Bob versus SNR at Eve, which rely
on statistical assumptions about noise.

In this paper, we describe a new approach to realize what
we term Absolute Security'. By Absolute Security we mean
an information-theoretic scheme that is cryptographic (non-
probabilistic) secure, and does not rely on assumptions of
shared secure key [45] or Eve’s computational ability [46].
Such a notion contrasts with common probabilistic security
typically used in physical layer security discussions, that
holds merely in an average sense over noise realizations
(i.e., assumes that, on average, in the asymptotic regime,

IFor clarity of exposition, we have narrowed the definition of absolute from
cryptographic security that includes also computational security, as given in
the conference version of this paper [1] and in [44], to the cryptographic
information-theoretic security approach based on the concept of blind region.



Fig. 1. (a) An illustration of radiation patterns from a parabolic dish at two different frequencies, showing the main lobe and side lobes. The minima of each
pattern define angular regions where signals cannot be detected at that frequency. With many subchannel frequencies, the union of these minima creates a
blind region covering most of the possible locations for an eavesdropper. (b) Schematic diagram illustrating these minima, as Alice (the transmitter) broadcasts
to Bob (the intended receiver), attempting to thwart Eve (a single eavesdropper) located at angle 0, .

Eve’s SNR is lower than Bob’s SNR), thus permitting some
transmissions to be insecure. In contrast, absolute security
holds with probability one even for the putative case, most
favorable to Eve, in which her detector introduces no noise to
her measurement. Moreover, absolute security is established
based on a stronger security condition than the conventional
physical layer security. In essence, conventional physical layer
security considers that Eve’s task is to decode all the symbols
despite receiving them with attenuation and additive random
noise. In contrast, absolute security ensures that Eve does not
receive a small portion of the transmitted symbols at all, i.e.,
that Eve’s reception of a small portion of the symbols is below
her unavoidable background thermal radiation, leaving her an
unsurmountable decoding task.

Our approach to achieve absolute security, in a THz com-
munication scheme with a single Eve, relies on both the
inherent properties of Alice’s antenna and on an associated
secure coding scheme. Many directional antennas, when driven
over an ultrawide bandwidth, result in frequency-dependent
minima (see Fig. 1). Since any receiver has a minimum
detectable signal threshold, radiation minima create regions
in space where Eve cannot even detect the signal, regardless
of the noise realization. This allows us to leverage recent
developments in secure communications to thwart Eve as long
as some frequencies are “blind” for her (See Definitions 1 and
2 for a precise definition of the blind region and frequencies).
This approach enables Alice and Bob to establish a secure
wireless link (See Definitions 3 and 4 for a precise definition
about the security guarantees) that cannot be broken by any
adversary located in an engineered region of the broadcast
space, even if she possesses arbitrarily powerful computational
capabilities, even a quantum computer [47]-[50].

Our method breaks the conventional paradigm for secure
communications in which one faces a trade-off between data
transmission rate and the degree of security: in our ap-
proach, increasing the transmission bandwidth (and therefore
the achievable data rate) can simultaneously offer improved
security. That is, with the proposed method, the larger the
bandwidth, the larger the covered secure region in space with-
out sacrificing the data rate. In contrast, for the conventional
SNR-based physical layer secrecy capacity [23], [24], [26],

[27], although the secrecy capacity scales with bandwidth,
if Alice wants to protect against a stronger Eve, she must
sacrifice the secrecy rate. In this sense, the conventional SNR-
based physical layer security only has improvement in data
rate but not security with increasing bandwidth. The proposed
method is therefore particularly well suited for future genera-
tions of wireless technology, which will exploit ultra-wideband
channels in the millimeter-wave and terahertz regions of the
spectrum [10].

To demonstrate our proposed method, we perform model-
driven analysis for multiple antennas suitable for millimeter-
wave and terahertz band, as well as experimental measurement
with over-the-air data transmissions. With model-driven anal-
ysis, we show how the blind region increases with a larger
bandwidth, when the antenna features frequency-dependent
minima, including phased arrays, parabolic dishes, and leaky-
wave antennas. We also show that not all antennas are suitable
for our proposed method. Horn antennas, for example, do not
exhibit pronounced minima, and thus increasing bandwidth
does not enlarge the blind region. However, in the experiment,
we show that the horn antenna can still be used for our method.
By placing a beam block in front of the horn antenna, we
create diffraction pattern and pronounced frequency-dependent
minima. With three widely spaced frequencies (100, 200, and
400 GHz), we demonstrate a substantial blind region where
Eve fails to detect at least one of the three modulated data
streams and thus achieve absolute security.

Lastly, we contrast our security scheme with a conventional
method known as zero-forcing, in which a phased array is en-
gineered to create a minima in the radiation pattern at a specific
location in order to thwart an eavesdropper at that location.
Our approach is quite distinct from this legacy approach, for
several reasons. As detailed below and in Section VI, the blind
region in our method is the union of minima over all frequency
channels. Thus, we do not need to know the precise location
of the eavesdropper, only whether she is located in this blind
region (which can realistically encompass a large fraction of
the full angular range). Moreover, unlike the case of zero-
forcing, if Eve fails to measure just one of the frequency
channels in our approach, she is unable to decode any of them.



II. ABSOLUTE SECURITY
A. Antenna Configuration

For many antennas, the far-field radiation pattern exhibits
minima in specific directions, which depend on the details of
the antenna geometry and its excitation mechanism, as well as
on the frequency of the radiation [51]. For example, two com-
monly employed antennas in high-frequency wireless links, a
linear phased array [52], [53] and a center-fed parabolic dish
[16], both exhibit pronounced minima at various angles, which
shift with transmission frequency (see Section III-A1). Under
the assumption (discussed further below) that Eve must avoid
all of these minima, a transmission with multiple frequency
bands creates a significant excluded region for Eve. To quan-
tify this, we consider a transmission that uses a bandwidth
B from fr to fy, centered on fo = (fr + fu)/2, sliced
uniformly into ¢ frequency channels, each with bandwidth
w = (fg—fr)/q. Let Q denote the set of frequency channels.
At location (r, ), the received intensity S (in W/m?) in the
i-th frequency channel [f; — %, f;+ %] can then be represented
as

fi+%

S [T Pr(f) e ) GO @)
where Pr(f) is the transmit power spectrum (in W/Hz)
employed by Alice, y(r, f) is the distance- and frequency-
dependent channel gain from the transmitter to the receiver
and G(f,0) is the antenna radiation pattern. For simplicity,
we consider only one emission plane (H plane), although our
results can readily be generalized to three dimensions.

B. Defining the Blind Region

For any receiver, there exists a minimum detectable signal
threshold > 0 (intensity per unit bandwidth), below which
the receiver cannot detect a transmission. This threshold may
depend on the receiver sensitivity, the receive antenna gain,
the environmental noise floor, and the quantization of digital
processing (see Section II-E). The existence of this non-zero
threshold § implies that there are blind regions where, with
probability one, Eve cannot detect the transmission. We define
the blind region () for a transmission band [f7,, f] as the set
of locations (7 gye, pve) Where Eve is unable to detect signals
in at least one of the ¢ frequency channels. Specifically, we
define the blind region as follows:

Definition 1 (Blind Region): For any § > 0 and w, the
blind region for the i-th frequency channel, Z(f;), is given
as the set of locations for which the signal intensity at Eve,
S(fi;TEve, OBve), 1s below the detection threshold:

Z(fl) = {(TEﬂeveEve)|S(fi>rEvea 9Eve) <9 ’LU} 2)

The blind region for the total transmission band (£2) is then
the union of blind regions for each subchannel:

q
o=z (3)

i=1
Definition 2 (Blind Frequency Channels): For each location
in the blind region {2, the number of missing frequency chan-
nels can vary from one up to all ¢ of them. We therefore also

define I" as the number of subchannels for which S(f;) < 6-w.
Each possible location for Eve can therefore be characterized
as either non-blind (I' = 0) or I'-blind (1 < T' < gq).

As the number of subchannels ¢ increases, Alice’s broadcast
includes more signals at distinct frequencies with unique ra-
diation patterns, each exhibiting minima in distinct directions.
Thus, the percentage of angular locations 6, that are within
the blind region also increases.

We emphasize that the blind region defined here is not just
a function of the antenna and broadcast frequencies. It also
depends on the properties of Eve’s receiver, through the param-
eter § defined above. As a result, different assumptions about
Eve’s receiver capabilities will result in somewhat different
blind regions. However, even in the hypothetical best case (for
Eve) that her receiver is quantum-noise limited, her ability to
detect Alice’s broadcast is still limited by the thermal noise of
the environment which she is observing (see Section II-E).
Of course, it is possible to detect signals that are well
below the thermal background; this is commonly achieved, for
example in astrophysical observations, by severely restricting
the spectral bandwidth of the detection and/or extended signal
averaging. However, Eve cannot employ these strategies if
she wishes to decode a broadband high-data-rate transmission.
Thus, the value of § cannot be infinitesimal, regardless of
how Eve detects signals. An important consequence of this
conclusion is that we need not require that Eve’s location
must precisely coincide with the (mathematically infinitesimal)
angular position of a minimum in an antenna radiation pattern;
she only needs to be close enough to a minimum such that
her received signal is small.

This consideration emphasizes the clear distinction between
our proposal and the idea of extending conventional nar-
rowband beam forming methods based on zero forcing to
a broadband context. [54], [55] With zero-forcing, one can
engineer an antenna (e.g., the signals applied to each element
of a phased array) to force the broadcast wave amplitude to
zero in a given direction at a given frequency. This would make
it impossible for Eve to detect signals at that frequency, if she
is located in that direction. But she would still be able to detect
signals at other frequencies, since the zero is enforced in her
direction only for one particular frequency. By contrast, with
our method, Eve would fail to decode any of the frequency
channels, not merely the one whose antenna pattern is forced
to be zero at her location. Indeed, our approach does not
require knowledge of Eve’s location. Since the blind region
defined by Eq. (3) is the union of minima over all frequency
bands, it can quite realistically occupy a significant fraction
of the total angular space. The approach described here scales
favorably with increasing transmission bandwidth, while the
exact opposite is true for security schemes based on zero-
forcing. It is also worth noting that zero-forcing only works
for phased arrays; meanwhile, our approach has the advantage
of working well for many antenna configurations, including for
instance a conventional parabolic dish antenna (see Fig. 3(b)),
where zero-forcing techniques obviously cannot be applied.

It is the coordinated use of, on the one hand, the union of
blind regions ) from frequency-dependent radiation patterns
and, on the other hand, a secure coding scheme, that consti-



tutes the core of our method’s novelty. Unlike legacy methods
relying on design of minima regions for security [27], the
particular subset of frequencies that Eve can detect in any
of the blind regions is irrelevant for our approach. This lack
of dependence on the subset of detectable channels greatly
expands the notion and, hence, footprint of the blind regions
relative to traditional beam forming methods.

C. Secure Encoding

In this section, we consider the first absolute secure encod-
ing scheme, which we denote as Scheme 1, assumes that Eve
is within the blind region. We illustrate the ideas by using
a simplified situation in which Alice wants to communicate
securely with Bob using only ¢ = 3 subchannels, at frequen-
cies f1, fo, and f3. The general idea can readily be scaled to a
larger number of subchannels from known constructions in the
literature [56]-[58]. In the encoding scheme considered here,
we assume that Eve is within the blind region. Our scheme
operates symbolwise, so Alice must map her message into
blocks, and then map each block into a symbol selected from
a finite field of dimension greater than 29 [56]. For ease of
exposition, we consider here a prime field. The construction
can be easily generalized to operation over extensions of the
binary field. Because our simplified illustration employs ¢ = 3
subchannels, our illustrative example employs the finite field
Fq1 [57], [58]. Alice first partitions her message (strings of
bits) into blocks of length [log,(11)], and then maps each
block to a symbol of Fy;. To transmit a single message symbol
M € Fy; securely to Bob, Alice first generates two symbols
T1,T> € ;1 uniformly at random. Alice then generates three
encoded symbols X1, X5, X3 € F1; using her message M and
the two random symbols 73 and 75, given by

Xy =M+T, + 1Ty,

Xo =M + 2T, + 475, “)

X3 =M+ 3Ty + 9T5.
Each encoded symbol X; is transmitted to Bob via the
frequency band f;. Since Bob is not in the blind region (i.e.,
his location has I' = 0), he receives the three encoded symbols

and is able to decode the message symbol M by means of a
simple linear transform which inverts Eq. (4):

M 3 8 1\ /Xy
Tl =1(3 4 4||x2]. (5)
T 6 10 6/ \X;

However, since Eve is in the blind region, she can observe
at most two encoded symbols from the set {X;, X5, X3}
with probability one. We can show that, regardless of which
two encoded symbols Eve detects, she cannot determine M.
For instance, if Eve receives X; and X5, then the mutual
information between her observations and the message symbol
M can be computed from the entropy as:

I(M; X1, Xo) = H(X1, X2) — H(X1, X2|M)
— H(X1, X2) — H(Ty + To, 2T, + 4T)
= H(X1, X2) — 2log(|F11]) (6)
< H(X1) + H(Xz) — 2log(11)
= 0.

This result follows directly from the definition of mutual
information, and the fact that, conditioned on the messages, the
only uncertainty about X; and X» is in the random variables
Ty + 15 and 277 + 475, which are independent and uniform.
Thus, because there is zero mutual information between Eve’s
observation and Alice’s message, Eve learns nothing about M
absolute security is guaranteed.

For the general setting as given in Section V, we denote the
possible message symbol matrix by M. Further, we denote the
observed encoded symbols matrix at Eve in the blind region
(see Definitions 1 and 2) by X.. This matrix at Eve, contains
encoded symbols transmitted over any Q. C @ frequency
channels, where |Q.| = ¢ — I'. Thus, specifically, we define
strong absolute security for Eve in the blind region as follows:

Definition 3 (Strong Absolute Security): At the eavesdrop-
per in the blind region, observing any Q. C @ frequency
channels, we have

I(M; Xo,) =0, )

with probability one.

D. Increasing the Secure Communication Efficiency

We can define the secure communication efficiency in terms
of the length of Alice’s message. This efficiency n is the
ratio between the size of the message and the number of bits
needed to transmit it. Ideally, one would like this rate to be as
close to n = 1 as possible. Generally, in previously proposed
security schemes, this is not possible owing to the need to add
redundancy to the transmission in order to guarantee security
in the communication [23], [24], [59]. In the security scheme
described in Section II-C, by noting that Alice must send ¢ = 3
encoded symbols to transmit the original message symbol, we
see that the secure communication efficiency is n = % In
general, the efficiency scales inversely with the number of
frequency channels, 1 %

It is easy to address this issue of the less-than-ideal effi-
ciency of our approach, by making a small modification to
the method, which we term Scheme 2: Alice can replace the
q — 1 (in our example, two) random symbols with additional
messages, My and M3, and then perform the same encoding
as in Eq. (4), with the random symbols replaced by the
additional messages. Alice can thus obtain an optimum secure
communication efficiency of n = 1, regardless of the number
of channels. That is, Alice replaces the random symbols, T}
and 75, with message symbols M» and M3, and then transmits
the three encoded symbols X, X5, X3 as in Eq. (4), i.e.,

X1 =M + My + Ms,
Xo = My +2Ms + 4Ms3,
X3 = My + 3Ms + 9Ms.

As before, Bob can decode all three message symbols
through a linear transform; but, the secure communication
efficiency issue is now solved, since now ¢ = 3 encoded
symbols are sent in order to retrieve ¢ = 3 message symbols,
i.e., n = 1. This scheme guarantees zero mutual information
with any subset of message symbols, yet may potentially allow
Eve to obtain information about linear combinations of the



message symbols [56]. In order to implement this approach,
Alice must ensure that the message symbols Mj, My, Ms
are uniformly distributed. The reason for this, intuitively,
is that the message symbols themselves are performing the
role of the random symbols 7} and 75. We note that there
are known techniques described in the literature [60] which
can be used to enforce this uniformity condition, so this
requirement is not a significant impediment. Thus, although
I(My, My, M3; X1, X5) may not be zero, it is nevertheless
possible for Alice to guarantee that the mutual information
between any individual message and any two transmitted
symbols is zero. That is, for any distinct i,5,¢ € {1,2,3},
it follows that

I(M;; X1, Xo) = H(X1, X5) — H(Xq, Xo|M;)
= H(X1, Xy) — H(M; + My, 2M; + 4My)
= H(X1, X3) — 2log(|F11))
< H(X1) + H(X32) — 2log(11)
= 0.

We stress that the information that Eve can obtain in this
situation (which involves only linear combinations of Alice’s
messages) is largely trivial, and cannot in general be used to
decode or decipher any meaning.

A key and, to our knowledge, unique advantage of our
method is that it provides improved security as the bandwidth
of the transmission increases. Indeed, as ¢ increases, Alice
is afforded more bandwidth which, because of the n = 1
communication efficiency, increases the data rate in her link
with Bob while simultaneously improving the security by
expanding the size of the blind region (2. This simultaneous
improvement in security and data rate has never previously
been realized in wireless systems.

Specifically, we define individual absolute security for any
possible message symbol M;, and for Eve in the blind region
(see Definitions 1 and 2) observing an encoded symbols matrix
X, that contains encoded symbols transmitted over any Q. C
Q frequency channels, as follows:

Definition 4 (Individual Absolute Security): At the eaves-
dropper in the blind region, observing any Q. C Q frequency
channels, for any ¢-th message symbol we have

I(Mi; Xo,) =0, ®)

with probability one.

E. Effect of Minimum Detectable Signal Threshold

As noted, a key assumption of our approach is that a detector
has a non-zero threshold ¢ for minimum detectable signal. This
assumption is valid for any RF receiver, other than perhaps
those which operate near the single-photon detection limit
[61]. For the purposes of our illustrative calculations, we can
consider a conservative threshold based on thermal radiation.
When staring at a room temperature (300K) blackbody, an
area of 1 cm? intercepts 0.29 nW of power within a I-
GHz-wide frequency band from 100 GHz to 101 GHz, or
2.55 nW from 300 GHz to 301 GHz. In fact, most receivers
employed in RF communication systems do not even approach

this sensitivity (and this becomes increasingly true as the
frequency increases into the millimeter-wave and terahertz
regimes, where detectors are typically much less sensitive),
so these values are something of a worst-case scenario.

For purposes of computing the channel capacity to Bob and
to further illustrate its role in a communication system, let us
now consider the effect of § on the channel between Alice
and Bob. Bob must be able detect the minimum difference
in fluence, d, between any two symbols. It must be that any
received symbol has, by the process of detection, a minimum
detection uncertainty of energy J Joules per meter squared,
since two symbols with fluence difference less than § could
not be distinguished from each other. The effect of this
uncertainty is to limit Bob’s throughput. We note that, in our
considerations of Eve’s capabilities, we place no such limit,
in order to consider a very powerful eavesdropper.

Let us now consider the power per meter squared, o2,
corresponding to this detection uncertainty. Given that we
require a minimum fluence of § to detect a signal with intensity
02, we require a minimum time of observation T such that
702 > § in order to detect the detection uncertainty inherent
to a symbol. Thus % is the fastest sampling rate for symbols.

Let the signal intensity be denoted by P. The Shan-
non capacity, if we have only the detection uncertainty, is
%111 (1 + G%) assuming the pessimum uncertainty distri-
bution, which is Gaussian [62, Chapter 9]. Note that we
should assume such a pessimum distribution, since we have
no guarantees on its form, only on its fluence. We may rewrite
this capacity as % In (1 + 6%). This expression increases as
7 decreases. By Nyquist, 7 < 1/w, so we obtain a capacity
of 5 ln (1 + %) as the maximum rate available when only
the reception uncertainty is taken into account. If we have
additional noise of the conventional form, that noise will
further reduce capacity.

III. ABSOLUTE SECURITY EVALUATION

In this section, we evaluate the absolute security approach
we propose in Sec. II using model-driven analysis and exper-
imental demonstration.

A. Model-Driven Analysis

Since our method leverages antenna’s frequency-dependent
minima and coding to create blind regions, we examine the
security performance when different types of antenna are
employed. The first set of antennas features a fixed main
lobe direction and frequency-dependent minima. The selected
antennas in this category include a linear phased array and
a parabolic dish. Next, we examine antennas whose main
lobe direction shifts very strongly with frequency (in addition
to frequency-dependent minima), with the example being a
leaky-wave antenna. Further, we show that not all antennas
are suitable for employing the proposed absolute security
approach, especially for antennas without pronounced minima,
such as the horn antenna.
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Fig. 2. Radiation patterns illustrating how the pronounced minima shift with
frequency (solid: phased array, dashed: parabolic dish).

1) Phased Array and Parabolic Dish: In the subsection, we
consider two specific antenna geometries to provide concrete
illustrations of the ideas that underlie our security protocol.
One of these is a 16-element linear phased array, in which
each element is a vertically polarized point dipole emitter, and
the elements are spaced along a horizontal line by half of the
center wavelength (A = 1.5mm in our simulations). The other
is a parabolic dish antenna, with a diameter of 16mm and a
focal length of 10mm, emitting vertically polarized radiation
with a directional gain of 30.5 dBi at a frequency of 200 GHz.
The phased array configuration is representative of steerable
antennas that are commonly employed in today’s millimeter-
wave Wi-Fi and 5G standards, while the parabolic dish has
often been employed in backhaul and other fixed broadband
applications. In both cases, these antenna configurations scale
naturally into the millimeter-wave and terahertz range, and
have been employed for such high-frequency transmissions.

Although radiation patterns are of course three-dimensional,
for simplicity we illustrate the essential idea of our approach
by only considering a two-dimensional slice (the horizontal
plane which is orthogonal to the polarization axis, the H-
plane), for simplicity. Fig. 2 shows the radiation patterns of
the two example antennas, at two different frequencies. In
this figure, we observe that, even if Alice uses only the few
frequency bands shown in these illustrations, many of Eve’s
possible locations are ruled out by the fact that she must avoid
all of the minima of every frequency in Alice’s transmission.

Using the phased array and the parabolic dish as described,
we calculate the absolute secure angles according to Eq. (3)
for a transmission with a center frequency of f. = 200 GHz,
a subchannel bandwidth of w = 1 GHz, and for several values
of the parameter P4p which describes Alice’s transmit power
to Bob. In particular, Alice’s transmit power is parameterized
by the intensity received by Bob, normalized to the detection
threshold discussed above, Pap = Spob/(d - w). For this
calculation, Eve is at the same distance from Alice as Bob,
and Alice adjusts her transmit power so that Bob receives a
fixed intensity level Sp,; at all frequencies from fr, to fp.
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Fig. 3. Size of the blind region increases with bandwidth (solid: phased
array, dashed: parabolic dish). (a) For several values of Alice’s transmit power
parameterized by P4 p. (b) For different values of subchannel bandwidth w.

Fig. 3a illustrates the size of the blind region increase as
a function of total bandwidth B, assuming Alice transmits to
Bob using the antenna main lobe. For an increasing transmis-
sion bandwidth, as long as Eve is outside of the main antenna
lobe (where Bob is located), she is increasingly likely to be
within a blind region, i.e., at least one frequency channel is
below her detection threshold (I' > 0). In Fig. 3a, the limiting
value at large bandwidth is determined by the angular width
of the main lobe of the antenna pattern, where Bob is located
(and which, by definition, is never within the blind region).

The width of the subchannels also impacts the size of the
blind region for a given bandwidth. Using the same setup
as in Fig. 3a with a fixed transmit power parameterized by
Psp = 35 dB, Fig. 3b illustrates the blind region for different
subchannel bandwidths w. From Fig. 3b, we observe that when
the width of the subchannel is larger, it is harder to guarantee
that the signal intensity across the subchannel is below the
detection threshold, so the blind region is smaller.

The size of the main lobe also impacts the blind region.
Since the beamwidth becomes narrower with a larger antenna
aperture, to explore different beamwidths, we vary the size of



the linear phased array from 5 to 24 elements, and the diameter
of the parabolic dish antenna from 4mm to 32mm. We
characterize the beamwidth using the half power beamwidth
(HPBW) at the center frequency fc = 200 GHz. Using the
same setup as in Fig. 3 with a transmit power parameterized by
Psp = 35 dB, Fig. 4 shows how the blind region changes with
HPBW for a given total bandwidth B. From Fig. 4, we observe
that when the main beam is wider, the blind region becomes
smaller, as we expect. Indeed, when the total bandwidth is
large, the blind region is dominant by the size of the main
beam, since the rest of the angular range is covered by at
least one radiation minima. In addition to a wider beam, a
small antenna aperture also yields fewer pronounced radiation
minima for the blind region, which explains the smaller blind
region when the total bandwidth is narrower.
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Fig. 5. Size of the blind region varies with Eve distance, using transmit power
Psp = 35 dB for Bob at 20m from Alice (solid: phased array, dashed:
parabolic dish).

Thus far, Eve is assumed to be at the same distance from

Alice as Bob, here, we further examine the blind region when
Eve’s distance varies. Following the same settings as in Fig. 3
with transmit power parameterized by Pap = 35 dB for Bob
at 20 m, Fig. 5 shows how the blind region increases with
Eve’s distance from Alice, assuming the signal attenuates with
distance by an exponent of 2.

As we expect, when Eve is at a longer distance from Alice,
it becomes more likely that at least one frequency channel is
below Eve’s detection level, and thus a larger blind region.
From Fig. 5, we observe that the blind region varies slowly
except when Eve is extremely close to the transmitter Alice.
Since our scheme relies on radiation minima so that Eve fails
to detect at least one frequency channel, once Eve is extremely
close to Alice, Eve starts to detect the frequency channels
even she is at the radiation minima, resulting in a abrupt blind
region decrease when Eve is extremely close to Alice. We note
that how deep the radiation minima are determines when this
transition happens. As shown earlier in Fig 2, the radiation
minima of the parabolic dish is deeper than the minima of the
phased array. Therefore, in Fig. 5, the parabolic dish (dashed
lines) retains the blind region against a closer-distance Eve
compared to the phased array antenna (solid lines).

While Fig. 5 explore the Eve’s distance in the x-axis, we
can also interpreted the x-axis effectively as Alice’s transmit
power, with Eve at a closer distance as Alice employing a
larger power for Bob. Thus, Alice can design the blind region
by controlling her transmit power, as we observe also in Fig.
3a.

With the same setup as in Fig. 5, Fig. 6 further illustrates
the blind region in the 2D space when employing 100 GHz of
bandwidth for the parabolic dish (Fig. 6a) and the phased array
(Fig. 6b). In Fig. 6, we observe that the blind region (colored
in blue) occupies most of the spatial region except for the
main lobe, part of the first side lobe, and regions extremely
close to the transmitter Alice. This indicates that the absolute
security scheme, though achieved only when Eve is within the
blind region, poses very few limitations to Eve’s position once
a large enough bandwidth is employed.

2) Angularly Dispersive Antennas: We address the pos-
sibility of implementing the same security scheme using a
different class of antenna structure, in which the main lobe of
the broadcast shifts very strongly with frequency. A prototype
of such an antenna is a leaky-wave waveguide, which exhibits
very strong angular dispersion [63].

We employ a parallel-plate leaky-wave antenna with a plate
separation of 1 mm and an attenuation constant of 1. Bob is
located at 30° and the maximum radiation frequency at this
angle, 300 GHz, is the center frequency for the transmission.
For the illustrative calculation, we employ two values of
subchannel bandwidth, w = {0.1,1} GHz. As above, we
assume that Eve is at the same distance from Alice as Bob.
Notice that P4 p varies across the transmission band due to the
dispersive link when Alice employs a uniform transmit power.
Thus, we use the value of P4p corresponding to the center
frequency to characterize the transmit power.

With angular dispersion, the available bandwidth for trans-
missions between Alice and Bob is restricted, since widely
differing frequencies propagate in very different directions.
As a result, although the blind region still increases with
the transmission bandwidth (Fig. 7a) and Scheme 2 can
still be employed in the blind region, there is a limit to
the improvement in data rate (see Fig. 7b). This trade-off,
however, may be worthwhile in view of the numerous other
advantageous capabilities of leaky-wave structures including
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Fig. 6. Blind region in 2D space using 100 GHz of bandwidth for (a) parabolic

dish and (b) phased array, with a transmit power parameterized by Pap =
35dB

sensing [64] and frequency multiplexing [65].

3) Horn Antenna As A Counter Example: The schemes for
implementing secure communications in the case where Eve
is in the blind region (I' > 0) rely on features of the radiation
patterns inherent to the antenna used by Alice, specifically
the fact that, in certain broadcast directions, these patterns
exhibit pronounced minima (or even analytic zeros), due to
destructive interference. It is important to realize that this is not
a feature of all antennas. Here, we present a counterexample
to illustrate this point: a diagonal horn antenna, another
commonly employed design in millimeter-wave and terahertz
systems.

As in the cases discussed above, the radiation pattern from
this antenna, at a given frequency, is also amenable to direct
calculation [66]. In the calculation, we employ a diagonal horn
with a horn length of 20 mm and a diagonal aperture of 11 mm.
Fig. 8a shows one such calculation, in which it is quite clear
that the ‘minima’ between any two side lobes (or between the
main lobe and first side lobes) are not very pronounced. Fig. 8b
shows a blind region calculation analogous to the one shown
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Fig. 7. A leaky-wave antenna with strong angular dispersion. (a) The
fraction of the angular range which is within the blind region (I" > 0), and
thus offers absolute security, as a function of bandwidth for several values
transmit power parameterized by P4 p (solid: subchannel bandwidth w = 0.1
GHz, dashed: w = 1 GHz). (b) The scaling of total capacity with increasing
transmission band comparing a non-angularly dispersive antenna (parabolic
dish) and an angularly dispersive link (leaky-wave antenna). P4p = 30 dB
is considered in both cases. Here we assume Bob and Eve have the same
detection threshold and an equal antenna aperture.

in Fig. 3a, for this horn antenna. This result demonstrates that
the blind region does not grow with increasing transmission
bandwidth. Thus, the selection of antenna configuration is a
key aspect of implementing the proposed security protocol for
the blind region.

B. Experimental demonstration

As noted, achieving absolute security requires that the
broadcast antenna exhibit pronounced minima whose angular
positions vary as a function of frequency. To illustrate the ease
with which this can be accomplished, we assemble a link test
bed using a horn antenna as the transmitter. Despite the lack of
pronounced minima of horn antennas as observed in Fig. 8a,
it is still possible to demonstrate the feasibility of the absolute
security system using a horn antenna.

As illustrated by the schematic in Fig. 9, we can place a
focusing optic (a dielectric lens) in front of the horn, and
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no pronounced minima, there is no improvement with increasing spectral
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antenna is employed without modification.

focus its output onto a diffracting object, in this case a 4-
mm-wide metal beam block. The far-field diffraction pattern
from this illuminated beam block exhibits a strong maximum
on the optic axis (the main lobe, at § = 0) and a pronounced
minimum due to destructive interference at a non-zero angle.
Using finite-element simulations, Fig. 9 illustrates the far-field
pattern of the setup at three frequencies, 100, 200, and 400
GHz. Fig. 9 clearly shows the pronounced minimum at a small
angle, followed by a subsidiary maximum (first side lobe) at
a larger angle. We note that the first side lobes all peak within
10 dB of the main lobe. Thus, an eavesdropper outside of
the main lobe is easily able to detect signals in the individual
side lobes, but cannot decode any information from signals
at the angles of the minima. Because these three minima do
not coincide with each other, they collectively are expected
to form a substantial (though not complete) blind region for
angles outside of the main lobe.

To demonstrate the blind region, we perform the exper-
iments employing a frequency multiplier chain in order to

generate modulated signals (on-off keying at 1 Gb/sec) at the
three widely spaced frequencies (100, 200, and 400 GHz).
The modulated data stream is broadcast from the emitter horn
antenna, and the bit error rate is measured vs. angle. Fig.
10 illustrates the experimental arrangement, and shows the
measured bit error rates (BER) as a function of angle for a
broadcast employing three frequency channels.

At § = 0° (Bob’s location), we find BER < 107 at
all three frequencies. As 6 increases, each frequency band
passes through the minimum of the radiation pattern, where
the BER increases to 0.5 (i.e., it is impossible to tell the
difference between a ‘0’ and a ‘1’). As @ increases further,
the first side lobe maximum is reached, and the BER again
falls to a relatively low value, before once again increasing
as the angle increases beyond the edge of the diffracted beam
pattern. Eye diagrams for the three frequencies are shown for a
representative angle of # = 8.5° where an eavesdropper could
be located. The eye diagrams unambiguously demonstrate that
an eavesdropper at this location receives information in only
two of the three bands.

Based on the experiments, the blind regions (i.e., the angular
locations where at least one frequency is below detection) are
indicated by the orange bars along the horizontal axis in Fig.
10. This configuration, using only three channels, creates blind
regions for 1.6° < 6 < 2.0° and 6 > 3.4°. Even though
only three channels are employed, we nevertheless induce a
substantial (though not complete) blind region.

IV. FREQUENCY CHANNELS SELECTION

In advanced wireless communications systems, e.g.,
OFDMA protocols in 5G, there is a large set of frequency
channels [67]. Yet, only a subset of these frequency channels
is used for each particular orthogonal connection between a
legitimate transmitter and legitimate receiver. In the solution
we propose, the combination of the frequency channels Alice
uses in practice to send information to Bob defines the perfor-
mance of the secure communication in terms of information
rate and achieved blind region. That is, by choosing the
combination of different frequencies, Alice can jointly design
the collective side lobe structure and the nulls to maximize
the desired performance. Here we provide one example of
an optimization solution to select the subset of the frequency
channels at Alice by a target of performance we design.
This optimization solution selects a subset of g frequency
channels that maximize the blind region given in Eq. (3), while
providing the information data rate needed at Bob.

We denote by I?,, ; the information data rate needed at Bob.
In the setting proposed here, Alice uses g frequency channels
from a large set Q available in the wireless communications
system. Given the signal strength for each frequency channel,
as given in Eq. (1), the subset of frequency channels Q, C Q
selected by Alice are determined as follows:

Q. =argmax | J Z(f), st > R, >R,
Q.CQ feQs feQs

where RJ, denotes the data rate of each frequency channel

and ¢ = | Q.
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V. GENERAL ABSOLUTE SECURE CODING SCHEME

In this section, we describe an absolute post-quantum secure
coding scheme for the general setting, illustrated in Fig. 11
[56]-[58]. The scheme consists of two independent stages.
In the first stage, we use a secure linear code to guarantee
information security. Since using a linear code is equivalent
to performing a matrix multiplication on a matrix of Alice’s
messages, we refer to the secure linear code by its matrix
G e Fgf 9, The decoding of the secure linear code, similar to
encoding, can be accomplished by matrix multiplications on
the encoded messages. The encoding and decoding matrices
for the proposed security schemes are further discussed below.

In the second stage, we use an error-correcting code to
protect the messages from potential errors in each subchannel.

For each subchannel ¢ an error-correcting code [68] is a
function E; : F5 — F3* where k is such that 0 < k < n; and
varies according to the choice of scheme as we describe below.
To every error-correcting code FE; there is also a decoding
function D; : F5* — F5 which returns the messages to their
original size. Intuitively, by mapping the messages into a larger
space before the transmission, we are able to protect it from
potential errors that might occur during the transmission. The
ratio R; = n% is called the code rate.

Alice’s messages to Bob can be represented by a string of
binary bits which are partitioned into blocks, each mapped to
symbols of a finite field. We denote the size of each binary
block by k; and, therefore, Alice’s messages can be repre-
sented over the binary field ]F%Xkb. Since F%Xq is isomorphic
to Foq [58, Section II], Alice’s messages can be represented
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Fig. 11. Absolute post-quantum secure coding scheme.

by symbols over the finite field ]FéqX [ke/al, Finally, we define
a design parameter I',;,, > 1 which shapes the blind region
such that each possible location for Eve can be characterized
as either non-blind (I' < T'y;y) or I'-blind Iy < T < @).
We then denote by e = ¢ — I',;, the maximum number of
subchannels Eve may observe in the blind region. In previous
sections, we considered ', = 1.

Now we present a construction for a generalized version
of the secure coding scheme introduced in Subsection II-C.
It is important to note that the coding scheme follows from
known constructions in the literature [56]-[58]. However, in
this paper, the performance of the secure code depends on
both the antenna’s design and on Alice’s choice of the desired
blind region, represented by I',;, and e. First, Alice forms a
message symbol matrix M, which consists of (g — e) message
symbols and e uniformly random symbols. In particular, M =
(My;.. . My_o; ;... To) € FLATR/91 where the M,’s in
the first (¢ — ) rows are message symbols and the T;’s in the
remaining e rows are uniformly independent random symbols.
Then, to obtain the encoded symbols X = (Xi;...;X,) €
F4xT%/91 " Alice multiplies each of the [k /q] columns in M
by a secure code G € IE"gqX 9. whose construction is detailed
in [69, Section V], to obtain the [ky/q| columns of X. The
coding operation makes each encoded symbol X; a linear
combination of the (¢ — e) message symbols and e random
symbols, with the coefficients specified by the secure code
G. Also, notice that X;’s can be converted to binary field
with length k;. That is, X = (Xi;...; X,) € FL¥/91 can
be equivalently represented over ]ng’“b. Before transmitting
each X; to Bob through channel i, to ensure the reliability of
the transmission, each X; is encoded using an error-correcting
code E; with a code rate, R; = %, according to the maximum
code rate for the error—correctiné capability afforded to that
subchannel [62, Chapter 9].

Bob receives a possibly erroneous version of each E;(X;)
which the decoder D; will decode correctly if the error has
not exceeded the error-correcting capability of the code. To
obtain the original message symbols (Mi;...;M,_.), Bob
then uses the corresponding decoding matrix H € Fé%_e)xq
as described in [58, Section V]. The secure encoding G
guarantees that, if Eve detects the signal of at most e subchan-
nels, she cannot infer any information about Alice’s message
symbols (My;...; M,_.), irrespective of her computational
capabilities [58]. The secure communication efficiency of the
secure coding scheme is given by 1 = F“T (where in the

main text we set I'ipin = 1).

Now we present the generalized version of Scheme 2 given
in Subsections II-D. This scheme obtains a secure communi-
cation efficiency of n = 1 by relaxing the security guaranty
from strong security to individual security. The construction
is the same as above, using the secure code G € Fi;?
given in [56, Section V], but with two main differences.
First, the e rows of the random symbols (T%;...;T.) €
]F;qX ke/al are replaced with message symbols from Alice
(My—cs1;...;M,) € IFSQX““’/Q]. Second, Alice’s message
symbols (M;...; M,) € FLT™/9 must be uniformly dis-
tributed [57]. This uniformity condition can be enforced using
known techniques from the literature [60]. We note that to
obtain the message symbols (Mjy;...; M,_.) € ]Fg?,_e)x ko /ql
and (My_cy1;...; M,) € For "k5/91 "Bob must now use two
decoding matrices, H € FS2™°*% and G € F5.
as described in [56, Section V].

As a final comment, we address the question of how the
complexity of the encoding increases with increasing number
of channels. We note that the operations are being done over
an extension field of binary Faq, i.e., each symbol has ¢ bits.
The number of bits corresponding to the finite field must thus
increase with the number of channels, but only in a linear
fashion. Thus, the complexity of the operation scales nearly
linearly with ¢. For typical kilobyte-scale frames, this is a
routine computation, that imputes no significant complexity.

, respectively,

VI. COMPARISON WITH ZERO-FORCING APPROACHES

In this section, we compare conventional zero-forcing (ZF)
methods considered in literature for wireless communication
systems and information-theoretic security schemes to the
absolute security approach proposed herein.

a) Zero-forcing beam forming: Traditionally, zero-
forcing utilizing beamforming techniques at the transmitter
are considered in wireless communications to maximize the
SNR at the receiver [70]-[73]. As elaborated in [74], the
improvement in SNR terms at the receiver is obtained by
maximizing the directed main lobe SNR by a directional beam-
former. It is essential to note that those classical techniques, as
presented, for example, in [70]-[73], have not been considered
security constraints. However, in this setting, one may increase
the security rate by applying traditional wiretap codes at the
transmitter, e.g., [23], [24]. Secrecy rate is obtained using
wiretap codes when Bob’s SNR exceeds Eve’s. Thus, by using



ZF beamforming techniques which increases the SNR at Bob
(when he receives the main lobe), while the SNR at the
eavesdropper decreases (when he gets one of the side lobes),
may increases the secrecy rate obtained. In this setting, the
security guarantees obtained rely on statistical assumptions
about noise.

b) Zero-forcing based wiretap channel: Recently
information-theoretic coding solutions have been proposed in
the literature for ZF schemes [75]-[78]. In those wiretap ZF
schemes, the transmitter intends to send the secret information
in the orthogonal space of the eavesdropper channel. In this
setting, secrecy rate is obtained under the assumption that
terminals have perfect channel state information (CSI).
Thus, the transmitter needs to know the precise location
of the eavesdropper. However, secrecy outage may occur
when the transmitter does not have full CSI about the main
channel or the eavesdropper’s, or the transmitter has full
CSI but is subject to delay constraints. Secrecy bounds for
multiple-antenna with full CSI and high SNR and for finite
SNR have been provided in [75], [76], and [77], respectively.
Moreover, secrecy rate of MIMO wiretap channels with ZF
detectors over the uncorrelated Rayleigh fading channel is
given in [78]. In comparison to the classical wiretap ZF
scheme, with our approach, if Eve fails to obtain information
from just one of the frequency channels, she cannot get
information from any of them. Finally, we note that ZF only
works for multiple antenna/elements and specific codes that
guarantee nulls at the eavesdropper; meanwhile, absolute
security approach has the advantage of working well for
different antenna configurations and secure coding schemes.
In Section III, we focus on the performance obtained with
different sets of antennas and the secure coding scheme given
in Section II-C. We leave the study of the combination of
different secure coding schemes, as given for example in
[26], [27], [56], [79]-[81], for future work.

c) Orthogonal space jamming: ZF beamforming strate-
gies have been considered in the literature for a setting with
a friendly jammer (or helper), James, who is interested in
helping Alice and Bob to achieve or increase the secure
communication rate using information-theoretic security so-
lutions. In this setting, James uses a ZF beamforming vector
considering the legitimate receiver Bob. That is, the friendly
jammer will transmit a random noise in the null space of his
channel to Bob. By this, James decreases the SNR at Eve
without impairing the channel observation at Bob. Moreover,
in this setting, if the CSI of the eavesdropper channel is known
to James, namely the precise location of Eve, he can utilize
a beamforming vector to maximize the interference of Eve’s
observation. For example, the secrecy rate with ZF jammer in
MISO wiretap channel is given in [82]. Strategies with jammer
applying ZF are considered for multiple eavesdroppers, for
untrusted relaying, and in practical cross-layer implementa-
tion, in [83], [84], and [55], respectively. Finally, we note that
those strategies with a friendly jammer can be combined with
the solution offered herein for absolute security to increase
the security rate. We leave this interesting direction for future
study.

In summary, we note that our proposed absolute security

scheme is versatile and can be applied based on different
beamforming approaches, such as the one based on zero-
forcing, and we expect similar security performance in the
blind region regardless of the beamforming weights. We leave
this interesting direction for future study.

VII. CONCLUSIONS AND FUTURE WORK

It is worth noting that our approach requires engineering
of both the physical properties of the transmission system
and the data encoding scheme. It is therefore neither purely
cryptographic nor purely a physical-layer security system. The
hybrid nature of this concept is, to the best of our knowledge,
unique in wireless system architectures. We also note that the
security guarantees described here are relatively straightfor-
ward to achieve, relying only on the assertion that Eve’s ability
to receive signals is limited by the thermal radiation from the
scene she is observing, implying that there exists a smallest
measurable signal threshold § > 0. Apart from that assertion,
our analysis affords Eve every strength, such as quantum
computing and quantum-noise limited detection. This is the
first example of a security protocol which exploits aspects of
the physical layer but does not rely on any assumption about
noise. We also note that the encoding scheme used by Alice
can be known to all, including Eve, without changing any of
our conclusions.

In this paper, we focused on a communication model with
a single eavesdropper for an idealized propagation environ-
ment (free space) to describe a new approach of absolute
security. More general scenarios encompassing richer models
are considered in future work, including the extension of
the single eavesdropper model to the multiple eavesdropper
model, as widely considered in the literature for physical layer
security [26], [27]. In this model, techniques used for SNR-
based security can be considered to determine the bind region
and analyze the security, as given in [85]-[87]. Extensions
also include the study of Eve being in the same beam as
Bob and Eve equipped with a more directional antenna than
Bob. For cases where potentially Eve may not be in the blind
region, i.e., where the eavesdropping probability may be larger
than zero, future studies also include the incorporation of the
coding scheme used in this paper with the techniques of partial
post-quantum encryption given in [69]. Thus, potentially, at
high communication data rates, it is possible to guarantee
absolute security against eavesdroppers in the blind region and
cryptography post-quantum security against Eve, which is not
in this region.
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